


Governs information resources by providing a system for classification, storage and processing, 
and management for information handling, retention, and destruction

Data
Classification

Establishes the types of devices and media that need to be encrypted; defines when encryption 
must be used; and sets the minimum standards for the level of encryptionEncryption

Establishes a standard for creation of strong passwords, the protection of those passwords and 
the frequency of required password changes

Password

Governs the Firm’s obligations for the security and privacy of a variety of types of privileged 
and confidential information of its clients pursuant to applicable Federal and State consumer 
protection laws

HIPAA

Governs the implementation of ongoing security awareness and training programs for all 
members of the Firm’s workforce

Security
Awareness &
Training

Ensures that adequate checks are established to determine and/or confirm, within appropriate 
legal and professional limits, the qualifications and suitability of a job candidate for roles within 
the Firm

Personnel
Security

Governs employee use of social media as relates to the Firm; protects the Firm, its employees, 
clients, vendors, and business associates from damages and potential criminal liability resulting 
from improper or unlawful use of social media

Social Media

Defines standards to develop and implement procedures to prevent, detect, contain, and 
correct security violations utilizing automated tools to scan systems, computing and network 
devices, web applications and application code

Vulnerability
Management

Defines the Firm’s standards for identifying and protecting against an imposter using a Firm 
employee’s identity – or someone else’s identity – to obtain services or information from the 
Firm

Identity Theft
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Provides for the review, classification, retention, and destruction of both paper and electronic 
records received or created by the Firm

Information
Governance

Identifies which vendors put the organization most at risk and then defines controls for the 
Firm to implement to lessen this risk

Third-party
Vendor

Governs the safety and protection of computers, routers, cables, and other devices essential for 
business

Physical
Security

Provides a framework for secure remote access to Firm resources; defines standards for 
accessing corporate information technology resources from outside the networkRemote Access


